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Executive Summary 
 

 This document, Deliverable D3.1 – On-line Centralised Repository for Data and Service, 

is a formal deliverable under WP3 – Digital Services, Support Tools & Strategies, of the 

DaWetRest project, financed by the Horizon Europe Programme of the European 

Commission (Grant Agreement no. 101113015). The lead partner for the deliverable is the 

University of Zagreb Faculty of Mechanical Engineering and Naval Architecture (UZ-FSB). 

 Deliverable D3.1 is proceduced as part of Task T3.1 activities and details the 

requirements and solutions for the design, as well as status of implementation of the 

DaWetRest platform for storing and providing access to data and digital services. Task T3.1, 

part of WP3, focuses on defining the digital service architecture and the development of the 

portal. The task is also linked directly with Milestone #1 called Digital services and tools 

developed and operational. It is led by UZ-FSB with Gabinete de Planeamento e Gestão do 

Território Lda (GGT) and Erevnitiko Panepistimiako Instituto  Institute of Communication & 

Computer Systems (ICCS) acting as contributing partners. UZ-FSB also coordinates the 

programming, hosting and testing of the portal. Hosting arrangements were tailored to meet 

the specific data demands outlined in T3.2.1. and described in D3.2 (Data Management 

Services), Chapter 2, para 2.1. Portal access was managed to ensure security and appropriate 

use for internal partners, stakeholders and the public. 

 The portal is also connected to the Mission Implementation Support Platform1 and 

contributes to the Digital Twin Ocean and Water 2 . The result is an online centralized 

repository that supports both internal and external project activities. The repository is 

expected to be a significant resource, providing a structured platform for the project's data 

and services.  

                                              

1 https://projects.research-and-innovation.ec.europa.eu/en/funding/funding-opportunities/funding-

programmes-and-open-calls/horizon-europe/eu-missions-horizon-europe/restore-our-ocean-and-

waters/mission-ocean-and-waters-service-portal 

 
2  https://research-and-innovation.ec.europa.eu/funding/funding-opportunities/funding-programmes-and-

open-calls/horizon-europe/eu-missions-horizon-europe/restore-our-ocean-and-waters/european-digital-

twin-ocean-european-dto_en 
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1 Introduction 
 

1.1 About the DaWetRest project 
 

 The DaWetRest project’s goal is restoring and preserving vital ecosystems within the 

Danube River Basin (DRB). It covers 19 countries and an area of 801,463 km². This project 

addresses the problems caused by human activities and climate change. It identifies 

demonstration sites and implements science-based solutions on them, taking a holistic 

approach to ecosystem management. The goal is to address issues such as floods, droughts, 

biodiversity loss and greenhouse gas emissions.  

 Aligned with the mission "Ocean, Seas, and Waters," DaWetRest aims to ensure 

sustainable management practices, benefiting both the environment and local communities. 

The project wants to create a healthier and more sustainable future for the DRB, preserving 

it for future generations. Wetlands across Europe play an important role in preserving 

biodiversity and maintaining ecological balance. They also provide ecosystem services such 

as resources, regulating natural processes and offering cultural value. These wetlands are 

currently under threat from climate change, human activities and insufficient stakeholder 

engagement. More than 70% of wetlands, floodplains and coastal wetlands in the DRB have 

vanished, highlighting the pressing need for restoration and conservation.  

DaWetRest hopes for a future where the DRB sets an example for biodiversity and 

sustainability and becomes a model for wetland restoration worldwide. The project has 

garnered support from 46 organizations across 12 European nations. It engages stakeholders 

from diverse sectors to cooperate on efforts that support the Danube & Black Sea Lighthouse 

concept.  

1.2 Objectives of D3.1 
The objectives of D3.1 are to define the requirements and solutions for: 

• Creating a digital service portal for the DaWetRest project 

• Setting up a centralized repository for data collection and analysis 

• Tailoring the portal to meet the project's needs at various demonstration sites 

• Enabling easy access for project partners, stakeholders and the general public to the 

portal 

• Ensuring scalability, security and user-friendliness of the portal architecture 

The D3.1 reports the execution of task T3.1, taking into account the implementation of 

tasks T3.2.1 and T.3.2.3: 



Deliverable no. D3.1 -  On-line centralised repository for data and service 

  
 8  DaWetRest | Danube Wetlands and flood plains Restoration through 

systemic, community engaged and sustainable innovative actions 

• Developing the blueprint for the portal structure. 

• Setting up the necessary server infrastructure. 

• Integrating core features for data accessibility, user engagement, and connectivity 

with external platforms. 

• Conducting tests and validation to ensure that the portal fulfils the defined 

requirements. 

• Preparing the portal for future expansions and data integration as the project 

advances. 

1.3 Structure of the Document 

This report is structured into different key sections to offer insight into the progression of the 

DaWetRest project's digital service portal. It begins with an Executive Summary, which gives 

an overview of the report, summarizing the primary goals and results of Task T3.1. The 

Introduction presents the DaWetRest project and details the objectives and aims of the 

deliverable. The “Digital Service Architecture” section elaborates on the architecture of the 

portal, including portal requirements and design principles. Subsequently, the “Portal 

Development Process” section delineates the design, planning and implementation phases 

of the portal development. The “Portal Features and Functionalities” section details the main 

features and functionalities of the portal, including data storage, user interface design and 

tools for data analysis. Security Measures are addressed in a dedicated section, outlining the 

security measures put in place to safeguard the portal and its data. The “Data Collection and 

Management” section offers an overview of data sources, collection tools and methodologies 

for data synchronization and categorization. The “Current Status and Future Work” section 

summarizes the present development status, completed tasks and planned future additions. 

The report concludes with final remarks about the portal's development. 

1.4 Limitations 
The development and completion of Deliverable D3.1 encountered several challenges: 

Difficulty in Gathering Information: There was a slow input from various partners, which 

hindered the timely collection of necessary data. 

Ongoing Procurement Process: The procurement of essential equipment is still in progress. 

This delay has affected the availability of crucial data such as: 

• Equipment specifications 

• Data type and frequency of acquisition 

• Data transfer methodology 

• Pre-processing needs 

• Visualization requirements 
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Incomplete Datasets: Certain datasets integral to the completion of D3.1 have not been 

provided yet, contributing to the overall delay. 

Facility Renovations: The primary facility housing the lead beneficiary, UZ-FSB, is undergoing 

renovations due to earthquake damage. This situation has prevented the provision of 

necessary server infrastructure for the platform, requiring a temporary solution arranged with 

another project participant. 

These issues have collectively led to delays in the progress of D3.1. Consequently, a 2-month 

extension was granted to address these challenges and ensure the deliverable meets the 

required quality standards. 
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2 Digital Service Architecture 

2.1 Overview of the Architecture 

The digital service architecture of the portal has been designed to support monitoring and 

reporting across different demonstrator sites. It is structured on essential components that 

enable data exchange, and advanced analytics and encourage stakeholder engagement. 

These functions play an important role in advancing the project's goals of biodiversity 

preservation, climate adaptation and efficient water management practices. 

The architecture was defined to fulfil the following main objectives: 

• User-Friendly Portal Interface: The interface enhances the user experience by offering 

easy navigation and visualization tools. These tools are essential for stakeholders and 

citizens to actively participate in citizen science activities and interact with the project 

data. 

• Centralized Data Repository: It serves as a centralized hub, storing and organizing 

various datasets. This includes real-time monitoring data and remote sensing inputs, 

gathered from different project sites. 

• Integration Layer: Facilitates integration with external systems and data sources, 

fostering collaboration with other projects and initiatives. 

• Security Measures: The system incorporates strong security protocols, to ensure 

secure data transmission. Access control mechanisms are implemented to protect 

sensitive information and effectively manage user privileges.  

• Scalable Infrastructure: Flexible infrastructure that can easily expand the server 

capacity and storage to accommodate growing data volumes and user traffic as the 

project advances. 

• Citizen Science Platforms: Integration with citizen science platforms (e.g., iNaturalist3, 

EyeOnWater4) to engage the public in data collection, biodiversity monitoring and 

reporting environmental issues. 

Access to the DaWetRest portal content will be organized into distinct permission levels 

to ensure appropriate access and engagement for various user groups. Public Access will 

provide general data, information, and community services accessible to all users. Citizen 

Contributors will have enhanced interaction capabilities with stakeholders and 

participation in citizen science activities, thereby fostering greater public involvement. 

Cross-Regional Initiatives will facilitate the inclusion and connection of various regional 

                                              

3 https://www.inaturalist.org/ 

 
4 https://www.eyeonwater.com/login 

https://www.inaturalist.org/
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initiatives, promoting collaboration and shared objectives. The Administrative Level will 

grant comprehensive access to administrative users for complete management and 

operational purposes. 

Furthermore, the portal will integrate with the Innovation Actions project, Mission Oceans, 

and the Mission Implementation Support Platform, and will contribute to the Digital Twin 

Ocean and Water initiative. These integrations will enhance the portal's functionality and 

extend its impact across multiple domains. The portal will serve the needs of four key groups: 

the general public, stakeholders, researchers, and data curators, supported by content 

derived from various work packages. This structure ensures a comprehensive and 

collaborative approach to the preservation and restoration of relevant ecosystems. 

 

 

FIGURE 1. THE INITIAL PORTAL STRUCTURE 

 

2.2 Portal Requirements 
This section outlines the specific functions that the digital portal must provide to effectively 

collect, analyse and disseminate data and facilitate stakeholder interaction. 

Data Analysis and Visualization: 

• Advanced Analytics: The portal must provide tools for data analysis. These 

functionalities are part of the Application Layer, as shown in Figure 4. 

• Visualization Tools: The portal must provide data visualization features to present 

environmental indicators, biodiversity trends and outcomes of restoration activities. 

These tools are part of the Visualization Layer, as depicted in Figure 4. 
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Performance Requirements: 

• Efficient Handling of Data: The portal must be able to handle large volumes of data 

from multiple sources efficiently. 

• Responsive Data Visualization and Analysis: Data visualization and analysis tools 

should deliver responsive performance to ensure users receive timely insights. 

• High System Availability: High system availability must be maintained to ensure 

uninterrupted access to portal services. 

Security Requirements: 

• Data Encryption: Data encryption using SSL certificates from Let's Encrypt 

(https://letsencrypt.org/) to protect sensitive information during transmission. 

• Access Control: Access control mechanisms to manage different levels of portal 

access for internal partners, stakeholders, and the public.  

• Data Integrity: Utilize SHA-256 Bit Encryption for hashing sensitive data to protect 

against unauthorized access and ensure data integrity. 

Usability Requirements: 

• User-friendly Interface Design: The portal must feature a user-friendly interface 

designed to enable intuitive navigation and interaction with data visualization tools 

and citizen science applications. 

Scalability Requirements: 

• Resource Scalability: Ability to scale resources (server capacity and storage) to 

accommodate increasing volume of data and user traffic as the project progresses.  

• Integration with External Systems: Support for integration with external systems and 

data sources. 

• Performance Testing and Optimization: Regular performance testing and 

optimization to maintain responsiveness and reliability. 

 

2.3 Design Principles 
The design of the portal is rooted in core principles that form the foundation of its 

architecture and operational capabilities. They are essential for ensuring the portal's 

effectiveness, adaptability and long-term sustainability. By adhering to these principles, the 

portal is well-equipped to support the project's objectives. 

https://letsencrypt.org/
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• Modularity: The portal is structured into modular components that can be developed, 

updated and maintained independently. This modular design enhances flexibility and 

makes for easier integration of new features. 

• Interoperability: Interoperability enables communication and data exchange with 

external systems and datasets. This facilitates collaboration with other projects and 

initiatives, maximizing the use of shared resources and knowledge. 

• Scalability: The architecture is designed to scale efficiently, accommodating increasing 

data volumes, user traffic and evolving project requirements. Scalability ensures that 

the portal can expand its capabilities without compromising performance or user 

experience. 

• Maintainability: Maintenance processes are streamlined to ensure the portal remains 

operational and efficient over time. This includes regular updates, monitoring, and 

optimization of system performance and security measures. 
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3 Portal Implementation 

3.1 Design and Planning 

3.1.1 Blueprint Design 
The blueprint design of the portal in the DaWetRest project outlines the architecture and 

functionalities necessary for the effective management and use of the portal. This design 

includes several layers and components that work together to ensure data collection, 

storage, processing, and visualization. 

• Objectives: 

o Store and access project-related data. 

o Facilitate data access for partners, stakeholders, and the public. 

o Ensure portal scalability, security, and user-friendliness. 

o Integrate core features for data accessibility and user engagement. 

• User Types: 

1. General Public: General project information. 

2. Stakeholders: Detailed data and analysis tools. 

3. Researchers: Access to raw data and advanced analysis features. 

4. Data Curators: Manage and ensure data quality. 

• Content Inventory: 

o Project Overview 

o Objectives and Goals 

o Data Repository 

o Analysis Tools 

o User Guides and Documentation 

• Sitemap and Navigation: 

o Home, About the Project, Data Repository, Tools and Services, Documentation, 

Contact Us 

o Top navigation bar with drop-down menus; side navigation for subsections. 

• Core Features: 
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o Data storage and retrieval 

o Advanced data analysis tools 

o User management and authentication 

o Visualization tools for data presentation 

• Advanced Features: 

o Integration with external data sources and platforms 

o Real-time data monitoring and alerts 

o Citizen science tools for public engagement 

• Technology Stack: 

o Front-end: React.js for UI 

o Back-end: Secure server setup using SFTPGo for data transfer and storage 

o Database: Datalake Layer for raw data, DMS Layer for processed data 

• APIs and Integrations: 

o RESTful APIs for data exchange 

o Integration with COPERNICUS Data Space Ecosystem for climate data 

• Security Measures: 

o SSL/TLS encryption for data in transit 

o SHA-256 Bit Encryption for data at rest 

o Role-based access control (RBAC) for user management 

• Visual Design: 

o Consistent with DaWetRest website (color scheme, typography, layout) 

• Responsive Design: 

o Ensure usability across different devices and screen sizes. 

• Usability Testing: 

o Conduct testing to ensure ease of use and navigation. 

• User Flow: 

o Design flows for tasks such as data search, analysis, and visualization. 
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• Data Storage and Access: 

o Use of SFTP for secure data transfer 

o Robust access control mechanisms 

o Metadata management for data retrieval and management 

o User authentication and logging for security and accountability 

• Data Synchronization: 

o AI-based data preparation and harmonization pipelines 

o Categorize data into structured layers based on type and relevance 

• Project Timeline: 

o Define milestones and deadlines for each development phase. 

• Task Breakdown: 

o Assign tasks to team members based on expertise and project needs. 

• Deployment Plan: 

o Steps for launching the portal and making it publicly accessible. 

• Maintenance Plan: 

o Regular updates, backups, and support procedures. 

Example of a Simple Wireframe for a Web Portal Homepage: 

1. Header: 

o Logo, Navigation Menu, Search Bar, User Profile/Login 

2. Main Content Area: 

o Featured Content or Announcements, Dashboard Links, Recent Activity 

3. Sidebar: 

o Quick Links, Notifications, Additional Resources 

4. Footer: 

o Contact Information, Social Media Links, Legal Information 
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3.1.2 Anticipated Requirement 
The anticipated requirements for the digital services portal were gathered to meet the needs 

of end-users and demonstration sites (DEMO). Various data categories were integrated into 

the portal, including:  

✔ Geographic Data and Services  

✔ Open Data Repositories  

✔ Climate and Meteorological Data  

✔ Climate Data from Networked Micro-Climate Stations and Sensors  

✔ Meteorological Data from Networked Micro-Climate Stations and Sensors  

✔ CoP Engagement Tool  

✔ Carbon Sequestration & Fluxes  

✔ Climate Risk Parameters and Atmospheric Stressor Indicators  

✔ Hazards Models and Tools  

✔ Business Continuity Models  

✔ Biodiversity Indicators (Flora & Fauna)  

✔ UAV and Satellite Images  

✔ Socioeconomic, Community, and Organizational Resilience Framework  

✔ Dyke Mapping and Monitoring  

✔ Automatic Lock's Operation System  

✔ 3D Modelling and Digital Twin  

✔ Legislation and Regulations on EU Inland Waters  

✔ Enhanced Visualization Environment and Decision Support System (DSS)  

✔ DEMOs' Implementation  

✔ Hydrological Data  

✔ Water Quality  

✔ Soil Sampling and Water Table Monitoring  

Specific data types, descriptions, formats, origins, frequencies, and sizes for these categories 

were provided by each DEMO site, as detailed in D3.2 (Data Management Services). Some 

data categories do not apply to certain DEMOs, and some data was not currently available 

and are represented by dummy data. The portal was designed to accommodate future data 

integration, ensuring a robust and scalable digital infrastructure 

3.2 Server Setup and Hosting 
The DaWetRest portal, hosted on the domain dawetrest-portal.eu, is provided by Plus 

Hosting server and developed and managed by UZ-FSB. This portal facilitates data storage, 

project connections, and citizen interaction, with contributions from various project partners. 

Hosting is managed by DHH S.p.A., a leading technology group specializing in cloud 

computing and internet access products across Southern Europe, particularly around the 
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Adriatic Sea. DHH adheres to stringent security and management standards, holding 

certifications such as ISO 27001 and ISO 22301, ensuring robust data protection and business 

continuity. Their data centres, which power the DaWetRest portal, utilize renewable energies, 

are monitored 24/7, and comply with top certifications, underscoring DHH’s commitment to 

security and sustainability. 

In 2020, the Faculty of Mechanical Engineering and Naval Architecture sustained significant 

earthquake damage, displacing staff for over two years and limiting procurement processes 

to essential renovations. As a result, installing the server at temporary locations was not 

feasible. Currently, repository server hosting is managed with the equipment of the ICCS 

partner. Once renovations are complete, repository server hosting will be transferred to the 

faculty’s server. This arrangement ensures that the DaWetRest portal remains operational 

and secure while supporting the faculty’s recovery and long-term infrastructure stability. 

In the DaWetRest project, a centralized repository plays a crucial role in the architecture of 

the data management system. The centralized repository, referred to as the "Datalake Layer," 

is designed to store raw data or collections of data in various formats, such as satellite 

images, sensor signals, text files, and AI model weights. The repository may also contain 

semi-structured data and processing mechanisms, ensuring that all incoming data are 

authentic and remain unmodified once stored. 

3.2.1 Role of the Repository Server 
The repository server is a critical component that ensures the secure and efficient 

management of data within the centralized repository. It serves several essential functions: 

1. Secure Data Transfer: The repository server uses a file transfer software that utilizes 

Secure File Transfer Protocol (SFTP) to allow users to access, transfer, and manage 

data securely. This software ensures that data integrity and confidentiality are 

maintained during transmission. 

2. Access Control: The repository server implements robust access control mechanisms. 

A moderator is responsible for granting access to authorized users, ensuring that only 

those with the necessary permissions can interact with the data. This prevents 

unauthorized access and potential data breaches. 

3. Data Management and Storage: The repository server manages the storage of diverse 

data types, ensuring that the data remain authentic and unaltered. It also facilitates 

the secure storage of metadata and other essential information, supporting the 

integrity and utility of the stored data. 

4. Scalability and Reliability: Designed to handle high volumes of data transfer requests, 

the repository server ensures that the system can scale effectively to meet the 



Deliverable no. D3.1 -  On-line centralised repository for data and service 

  
 19  DaWetRest | Danube Wetlands and flood plains Restoration through 

systemic, community engaged and sustainable innovative actions 

demands of both small-scale and enterprise-level deployments. This scalability is 

crucial for maintaining performance and reliability as data volumes grow. 

5. User Authentication and Logging: The repository server supports multiple 

authentication methods, including password-based and public key authentication, to 

verify user identities. Additionally, it provides detailed logging and auditing 

capabilities to monitor file transfer activities and track user actions, which is essential 

for maintaining security and accountability. 

Overall, the repository server is fundamental to the centralized repository's operation, 

providing secure, scalable, and reliable data management and access control, ensuring the 

integrity and confidentiality of the stored data. 

 

3.3 Programming and Development 
This section details the programming involved in building the portal and the software tools 

and technologies used. With the UX design finalized, the next step is to select the appropriate 

technology stack for the front end of the DaWetRest web-based dashboard. The chosen 

technology stack must align with the overall objectives of accessibility, responsiveness, 

performance, scalability, security, and maintainability. 

Objectives and Framework Selection 

To ensure maintainability and streamline the front-end business logic, employing a robust 

framework is crucial. Utilizing a well-established framework not only enforces structured 

project organization but also enhances code transferability to other engineers. For the 

DaWetRest dashboard, React.js has been selected as the primary framework. 

Benefits of React.js: 

• Popularity: React.js is one of the most widely-used front-end JavaScript frameworks, 

backed by extensive documentation and a large developer community. 

• Support and Maintenance: Its widespread use ensures that the software can be easily 

supported and maintained by developers other than the original authors. 

Additional Tools and Libraries 

• React Router: Employed for declarative routing, allowing for efficient navigation and 

route management within the application. 

• Redux: Utilized for managing state machines and the complex state management 

required for the front-end business logic. 
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This strategic selection of tools and libraries ensures that the DaWetRest dashboard is built 

on a solid, maintainable, and scalable foundation, capable of meeting the project's long-

term objectives. 

 

3.4 Data Storage and Access 

 n the DaWetRest project, data storage and access are integral components directly tied to 

the structure of the digital portal. The portal is designed to facilitate the management, access, 

and visualization of diverse datasets collected during the project. The structure of the portal 

involves several layers working together to ensure efficient data handling. 

The Datalake Layer acts as the centralized repository for raw data or collections of data in 

various formats, including satellite images, sensor signals, text files, and AI model weights. It 

ensures data authenticity and integrity, meaning stored data is not modified once uploaded. 

This layer is essential for handling unstructured and semi-structured data and supports 

secure data transfer through protocols like SFTP (Secure File Transfer Protocol). 

The Data Management System (DMS) Layer manages the processing, storage, and retrieval 

of data, ensuring that data is accessible and usable. This layer includes mechanisms for data 

harmonization, knowledge graph creation, and data processing. It utilizes state-of-the-art 

tools for metadata storage and data analysis, facilitating the integration and management of 

large volumes of data while ensuring interoperability, privacy, security, and data quality. 

The Application Layer hosts the applications that consume data from the DMS and provide 

services to the end users. This layer ensures robustness, scalability, performance, and 

reliability by using containerized services. Applications here are developed to interact 

seamlessly with the data harmonization and visualization layers. 

The Visualization Layer serves as the user interface for the portal, displaying data and 

information in an accessible and understandable format. It provides tools and interfaces for 

users to interact with the data, such as dashboards, charts, and maps, ensuring that the data 

presented is relevant, accurate, and up-to-date. 

Data storage and access are managed through secure file transfer, robust access control 

mechanisms, metadata management, and user authentication. Data is securely transferred 

to the datalake using SFTP, ensuring integrity and confidentiality during transmission. The 

repository server and DMS implement access control mechanisms, allowing only authorized 

users to access and manage the data. This protects sensitive data from unauthorized access 

and breaches. Metadata management facilitates efficient data retrieval and management, 

ensuring data consistency and synchronization across the portal. User authentication and 

logging provide security and accountability, verifying user identities and tracking activities. 



Deliverable no. D3.1 -  On-line centralised repository for data and service 

  
 21  DaWetRest | Danube Wetlands and flood plains Restoration through 

systemic, community engaged and sustainable innovative actions 

Overall, the portal's structure, comprising the Datalake, DMS, Application, and Visualization 

layers, is intricately designed to handle data storage and access efficiently. Each layer plays 

a critical role in ensuring that data is securely stored, easily accessible, and presented in a 

user-friendly manner, supporting the overall goals of the DaWetRest project. 

3.4.1 Data Collected through real-time monitoring in the MD 
Data collected through real-time monitoring in the MD region includes: 

Meteorological Data from Networked Micro-Climate Stations and Sensors: These stations 

record and interpolate weather data daily, which is stored in digital format (.csv). This data is 

sourced from both meteorological stations and external open sources, ensuring 

comprehensive and accurate weather monitoring. 

3.4.2 Data Collected of real-time monitoring in the LD 
Data collected through real-time monitoring in the LD region includes: 

Meteorological Data from Networked Micro-Climate Stations and Sensors: Similar to the MD 

region, meteorological data in the LD region is collected digitally in .csv format from 

networked micro-climate stations and external open sources. The data is updated daily and 

provides essential insights into local weather conditions. 

Climate and Meteorological Data from DEMO Site Locations (Weather station): This data is 

collected twelve times daily in .csv and .kml formats from mobile laboratory sites. It offers 

detailed information on climate trends specific to the LD region. 

Automatic Lock's Operation System: Operating data related to lock statuses, water levels, 

and flow at gates is monitored in real-time, providing crucial information for water 

management and infrastructure maintenance. 

3.4.3 Data Collected of real-time monitoring in the DD 
Data collected through real-time monitoring in the LD region includes: 

Climate and Meteorological Data (DEMO Site Locations - Mobile Laboratory): This data, 

collected twelve times daily in .csv and .kml formats from mobile laboratory sites, offers 

detailed insights into climate patterns and environmental conditions in the DD region. 

Meteorological Data from Networked Micro-Climate Stations and Sensors: Digital data in 

.csv format from networked micro-climate stations and external sources provides daily 

updates on local weather conditions and trends. 
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3.5 User Interface Design 
The user interface of the DaWetRest portal will mirror the visual identity and aesthetic of the 

DaWetRest website (https://dawetrest.eu/, Figure 2). It will utilize the same Cascading Style 

Sheets (CSS) and design to maintain consistency across all of the project platforms. This 

includes the colour scheme, typography and layout that represent the project's branding. 

 

FIGURE 2. DAWETREST WEBSITE: CSS DESIGN 

The homepage will offer a clear introduction to the project, outlining its goals and context. 

This includes core information about the EU Mission ‘Restore our Ocean and Waters by 2030’. 

Other sections of the portal will follow the website structure, including detailed pages for 

project partners, work packages and the mission charter. Each section will be designed with 

user-friendly navigation, employing drop-down menus, breadcrumbs and search 

functionality to help users find the information they need. 

Interactive elements such as buttons, forms and links will provide visual feedback. Multimedia 

content (images, videos and infographics) will be integrated to make the content more 

engaging and easier to understand.  

 

3.6 Tools for Data Analysis 
Visualization tools are important for presenting the environmental indicators, biodiversity 

trends, and restoration activity outcomes. These tools will include interactive charts, graphs 

and maps that enable users to explore and understand the data better. These visualization 

tools will transform raw data into visual formats, making complex information more 

accessible. Although the tools are not yet ready, they will be developed to provide robust 

https://dawetrest.eu/
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and user-friendly interfaces that align with the project's objectives according to DEMO site 

needs. 

For mapping tools, open-source tools Leaflet.js (https://leafletjs.com/examples/layers-

control/) and uMap (https://umap.openstreetmap.fr/en/) will be utilized, both of which are 

based on Open Street Map (https://www.openstreetmap.org/). These tools provide an 

interactive and robust platform for data visualization and stakeholder engagement. Primary 

stakeholders of the portal include the project partners involved in the DaWetRest project. 

Secondary stakeholders encompass all entities interested in water-related topics, innovation 

action projects in the relevant regions, workshops, best practices, and those seeking financial 

support. By leveraging these advanced mapping tools and engaging a wide range of 

stakeholders, the DaWetRest portal will significantly enhance its role as a vital resource for 

ecosystem management and innovation in the respective basins. 

 

 

FIGURE 3. GIS TOOL BASED ON OPENSTREET MAPS 

 

3.7 Integration with External Platforms 

3.7.1 Data Aggregation Platforms  
This section describes the integration with various data aggregation platforms. The project 

uses open data repositories, existing consortium data, and project-specific data to aggregate 

a comprehensive dataset for analysis and decision-making. Geographic data sourced from 

open data repositories includes topographical maps, land use data, and geospatial services, 

https://leafletjs.com/examples/layers-control/
https://leafletjs.com/examples/layers-control/
https://umap.openstreetmap.fr/en/
https://www.openstreetmap.org/
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providing crucial spatial insights into project areas. Additionally, the project accesses climate 

data from COPERNICUS DATA SPACE ECOSYSTEM, utilizing datasets such as ERA5 and 

ERA5.1 for detailed climatic analysis. These platforms ensure the integration of diverse 

datasets necessary for robust environmental assessments and data-driven decision-making.  

3.7.2 Geographic Information Systems (GIS)  
This section describes the integration with Geographic Information Systems (GIS) platforms.  

Satellite remote sensing data 

The Copernicus Data Space Ecosystem (CDSE)5 is the repository of all data acquired by the 

Sentinel missions, namely, Sentinel-1, Sentinel-2, Sentinel-3, and Sentinel-5p. Data from 

CDSE is open, free and accessible via several sets of APIs according to the needs of the 

implemented workflow. For this project, access to the Sentinel products in the CDSE is 

achieved using the Sentinel Hub API, a RESTful API interface, for the following tasks: (i) 

retrieve raw data (for local computations); (ii) render images derived from simple band 

combinations (e.g. true colour composite); (iii) computation of remote sensing indices (e.g. 

NDVI, NDWI); (iv) statistical analysis, and (v) implementation of band algebra computations 

in order to produce maps of relevant parameters, for instance, to assess water quality and 

vegetation health. This approach presents several advantages: 

• The API hides the complexity of the data (access to specific areas of interest without 

having to perform complex stitching operations on the satellite image tiles), allows 

efficient data access (important when dealing with large datasets, as in this case), 

provides security and access control (authentication mechanism is implemented), and, 

if needed, provides access to computation in the cloud (important for computations 

over large datasets); 

• Using the API with the sentinel hub python package (the official Python interface for 

SentinelHub services) it is possible to develop complex codes for computing specific 

parameters related to water quality (e.g. Turbidity, Chlorophyll a, Cyanobacteria) and 

generate maps of its distribution over pre-defined areas of interest (e.g. the demo 

sites); 

• The absence of data management procedures (the data is in the repository), allows 

the integration of data from multiple sources (e.g. in situ sensors, UAV images), and 

supports the growth in data volume (the Sentinel products are continuously added to 

the repository). 

                                              

5 https://dataspace.copernicus.eu/ 
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Satellite images retrieved from the CDSE and derived images of specific parameters and 

indices, either processed in the cloud or locally, will be uploaded to the DaWetRest database 

using the API described in section 3.5 of D3.2. This workflow will be an integral part of Task 

3.3 (Remote sensing & in situ monitoring tools), and the processed satellite images will be 

integrated into an early warning system (D3.3) to be made available on the portal. 

3.7.3 Climate and Environmental Data Platforms  
This section describes the integration with climate and environmental data platforms. The 

project integrates with COPERNICUS Climate Data Store (CDS) for climate data, accessing 

datasets like ERA5 and ERA5.1, to analyse historical climate trends and forecast future 

conditions accurately. These datasets can be accessed for a specific area of interest (e.g. the 

demo sites and the DRB) and timeframe using the CDS API. A specific Python package, 

CliMetLab, is implemented for data processing and visualization. The outputs will be 

uploaded to the project’s datalake with the API mentioned in the previous section. 

Furthermore, the project outlines a data collection plan encompassing hydrological, 

biological, and water quality data, ensuring a comprehensive environmental analysis 

foundation. Integration with networked micro-climate stations and other data repositories 

facilitates real-time environmental monitoring and enhances the project's capability to 

address environmental challenges effectively.  

3.7.4 Research and Collaboration Platforms 
This section describes the integration with research and collaboration platforms. Currently, 

the system is configured to accommodate the addition of connections to other data portals. 

To facilitate seamless data transfer between portals, it is essential to follow a standardized 

protocol. Here is a typical protocol for data transfer between portals: 

1. Data Standardization: Ensure that data formats and structures are standardized across 

all portals to maintain consistency and interoperability. Common standards include 

JSON, XML, and CSV formats. 

2. Authentication and Authorization: Implement secure authentication methods such as 

OAuth 2.0 to verify the identity of users and applications. Authorization should be 

managed through role-based access control (RBAC) to ensure that only authorized 

entities can access or modify data. 

3. Data Encryption: Use encryption protocols like SSL/TLS for data in transit to protect 

sensitive information from interception. Data at rest should also be encrypted using 

standards such as AES-256. 
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4. API Integration: Utilize RESTful APIs for data exchange between portals. Define clear 

API endpoints, methods (GET, POST, PUT, DELETE), and data schemas to facilitate 

smooth interactions. 

5. Error Handling and Logging: Implement robust error handling mechanisms to capture 

and log errors during data transfer. This helps in diagnosing issues and ensuring data 

integrity. 

6. Data Synchronization: Establish mechanisms for data synchronization to ensure that 

data changes in one portal are reflected in the connected portals. This can be 

achieved through scheduled sync jobs or real-time data streaming. 

7. Compliance and Security: Ensure that data transfer processes comply with relevant 

data protection regulations, such as GDPR. Regular security audits and updates are 

crucial to maintaining the integrity and confidentiality of the data. 

By adhering to these protocols, the transfer of data between portals can be carried out 

efficiently and securely. 

3.7.5 Digital Twin Ocean and Water and Mission Implementation 

Support Platform 
This section describes the integration with the Digital Twin Ocean and Water platforms. 

Connecting with other related projects and initiatives, such as the Mission Ocean, Mission 

Implementation Support Platform, and Digital Twin Ocean and Water, the portal promotes 

synergies and comprehensive coverage of innovative actions and solutions across multiple 

domains. UZ-FSB has already established communication with the Digital Twin Ocean and 

Water and the Mission Implementation Support Platform. The DaWetRest portal will follow 

their guidelines, like the approach taken for the EcoDaLLi Danube Lighthouse and other 

innovation action projects. This alignment ensures consistency in data management 

practices, security protocols, and interoperability standards across various platforms. This 

section outlines the integration with the Mission Implementation Support Platform, detailing 

its role in facilitating project coordination and operational support across DaWetRest 

initiatives. By adhering to the established guidelines, the DaWetRest portal enhances 

collaboration, ensuring effective project coordination and the seamless exchange of 

information across multiple initiatives. 
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4 Security Measures 

4.1 Encryption 

SHA-256 Bit Encryption: SHA-256 is a cryptographic hash algorithm that transforms various 

types of input data (passwords, files or messages) into a consistent 256-bit hash output. This 

output acts as a unique identifier for the initial data. 

SHA-256 Bit Encryption was chosen for its resistance to cryptographic attacks, making it 

practically impossible to derive the original input data from the hash value alone. This 

encryption method plays a crucial role in safeguarding confidential data, effectively thwarting 

unauthorized access and data manipulation. 

4.2 Access Control 
User Authentication and Authorization: Access to the portal is controlled through a multi-

tiered access control mechanism to ensure that only authorized individuals can access 

sensitive information. Users are required to register and log in using their email addresses. 

After registration, users must verify their email address through a verification link sent to their 

inbox. This ensures that sensitive information is only accessible to those with appropriate 

permissions, thereby protecting the integrity and confidentiality of the data. 

4.3 SSL Protocols 
To guarantee the security of data exchanged between clients and servers on the DaWetRest 

portal, Secure Sockets Layer (SSL) protocols have been implemented utilizing certificates 

from Let's Encrypt. Let's Encrypt (https://letsencrypt.org/), a reputable Certificate Authority 

(CA), offers free SSL/TLS certificates known for their dependability and security. 

SSL protocols function by creating an encrypted connection between a server and a browser. 

This encrypted connection guarantees that all data transmitted between the server and the 

client remains confidential. When a client establishes a connection with the server, the SSL 

handshake process takes place, during which the server presents the SSL certificate issued 

by Let's Encrypt. This certificate verifies the server's identity and initiates the encryption 

process, ensuring that all subsequent data transmissions are encrypted and secure. 

Let's Encrypt was selected because of its automated, user-friendly and complimentary SSL 

certificates. The automated renewal feature of Let's Encrypt also guarantees that the 

certificates are constantly updated, minimizing the risk of expired certificates and potential 

security vulnerabilities. 

https://letsencrypt.org/
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5 Data Collection and Management 

5.1 Open Data 

Geographic Data and Services: Geographic data play is very important for the analysis and 

understanding of the studied areas. The project makes use of different data sources, 

including open data (Copernicus and GEOSS-DataCore), to support precise data collection, 

Digital Elevation Models (DEMs) and comprehensive data integration. The data sets are 

mainly processed in Geographic Information Systems (GIS) formats. Enabling the project to 

visualize spatial patterns and monitor environmental changes. This makes it easier to 

understand environmental indicators over time and is beneficial for activities like mapping 

floodplains, monitoring biodiversity, and developing strategies for improving wetland quality 

and sequestering carbon dioxide. 

 

Climate and Meteorological Data:  The project uses datasets from the COPERNICUS DATA 

SPACE ECOSYSTEM (ERA5 and ERA5.1.), but it also integrates meteorological data from local 

weather stations in the project's geographical area. This gives real-time data on different 

parameters (air temperature, relative humidity, barometric pressure, wind speed/direction, 

precipitation and solar irradiation at minute-level resolutions) and enables a comprehensive 

and more encompassing coverage of climate and meteorological data. 

5.1.1 Existing Consortium Data 
Climate Data from Networked Stations:  Climate data from a network of micro-climate 

stations and sensors within the consortium is also used. These micro stations offer minute-

by-minute resolution real-time weather data. They take measurements of parameters like 

sun radiation, wind direction and speed, air temperature, relative humidity, barometric 

pressure and precipitation. After processing the previously mentioned data, climatic data is 

produced that contains patterns seen over long periods, usually 30 years. This method 

guarantees that the project's analysis of the climatic data comes from processed statistics. 

 

5.1.2 Project-Specific Data 
The project supplements the datasets collected from open and consortium sources with a 

wide range of data that is specifically tailored to its goals. This customized approach to data 

collecting covers a wide range of parameters that are vital for the ecological and 

environmental studies of the project. 

Hydrological Insights: The data includes detailed hydrological parameters such as river 

discharge rates, groundwater levels and sediment transport dynamics. These measurements 

are vital for assessing water resource management strategies and understanding the impact 

of environmental changes on aquatic ecosystems. 
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Biological Diversity Assessments: The project conducts surveys to assess biodiversity. The 

data includes habitat preferences, population dynamics and the distribution of flora and 

fauna species. This data aids in identifying biodiversity hotspots, tracking endangered species 

and developing conservation plans that are suited to regional ecological requirements. 

Water Quality Monitoring: Water quality parameters such as pH levels, dissolved oxygen 

content, nutrient concentrations and pollutant levels are integral to the project and they have 

to be continuously monitored. With the use of this data, ecosystem health assessments, 

pollutant source identification, and remediation strategy development are made possible, 

improving ecological resilience and water quality. 

Remote Sensing and Geospatial Analysis: Remote Sensing and Geospatial Analysis: This 

project integrates spatial data on vegetation indices, soil characteristics, and changes in land 

cover by using modern remote sensing technologies and Geographic Information Systems 

(GIS). These observations help with habitat fragmentation monitoring, environmental pattern 

mapping and spatial modelling for sustainable land use planning. 

Long-term Monitoring Framework: Framework for Long-Term Monitoring: In order to 

guarantee continuity in the long-term monitoring of important environmental parameters, a 

strong structure for long-term data collecting and analysis is built. Trend analysis, resilience 

evaluations and adaptive management techniques are supported by this longitudinal 

method in reducing the effects of climate change and advancing ecosystem sustainability. 

 

5.2 Data Collection Tools 
The User Requirements Tool in the DaWetRest project plays a fundamental role in the 

systematic identification and characterization of input data essential for the functionality of 

the DaWetRest portal. This toolset is designed to manage a comprehensive range of 

datasets, including climate, hydrological, hydrogeological, and biodiversity data from diverse 

and heterogeneous sources. The primary objective is to provide a robust technological 

platform capable of aggregating, curating, and structuring these datasets to meet the 

tactical, operational, and strategic requirements of end users and various stakeholders. 

The main functions of the User Requirements Tool are as follows: 

• Data identification: The tool facilitates the discovery and recognition of relevant 

datasets scattered across disparate sources, ensuring comprehensive coverage of 

required data categories. 

• Data Characterisation: Through systematic analysis and metadata enrichment, the 

tool defines and documents the intrinsic attributes and contextual properties of the 
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collected data. This characterisation improves the understanding of the data and 

facilitates its effective integration into the DaWetRest ecosystem. 

• User interaction interfaces: Intuitive interfaces are provided to enable stakeholders to 

clearly articulate specific data needs and preferences. These interfaces facilitate direct 

engagement with the tool's functionalities, ensuring that user requirements are 

accurately captured and translated into actionable data acquisition strategies. 

• Metadata management: Robust metadata frameworks are implemented to 

standardise data descriptions and improve interoperability between different 

datasets. This management framework ensures that metadata remains consistent, 

accurate and easily accessible throughout the data lifecycle. 

By integrating these functionalities, the User Requirements Tool enables stakeholders to 

effectively articulate, refine and prioritise their data requirements. By integrating these 

functionalities, the User Requirements Tool enables stakeholders to articulate, refine and 

prioritise their data requirements effectively. This ensures that the DaWetRest platform can 

harmoniously aggregate and structure heterogeneous datasets to meet the diverse analytical 

and decision-support needs inherent in water ecosystem management. 

5.2.1 Data Management Tool 
The data management tool within the DaWetRest project is central to orchestrating the 

seamless integration and effective use of collected data within its operational framework. 

This tool is designed to handle large and heterogeneous datasets, including climate, 

hydrological, hydrogeological and biodiversity data from different sources. The overall 

objective is to establish a coherent and scalable data management strategy that ensures 

interoperability, security, quality and accessibility across the DaWetRest platform. 

The key features of the data management tool are the following: 

• Data integration framework: Advanced mechanisms are used to harmonise and 

integrate disparate data sets across differences in format, structure and source. This 

integration capability ensures that all relevant data streams are consolidated into a 

unified and accessible data repository. 

• Semantic interoperability: Using semantic technologies such as RDF (Resource 

Description Framework), the tool promotes semantic interoperability by establishing 

meaningful relationships and connections between disparate data elements. This 

approach facilitates rich data understanding and improves cross-domain data 

integration. 

• Data security and privacy protocols: Robust protocols and frameworks are 

implemented to ensure data integrity, confidentiality and privacy at all stages of the 
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data lifecycle. These measures ensure compliance with regulatory requirements and 

give data stakeholders confidence in the security of their information. 

• Data use strategies: The tool defines and implements strategies to effectively use 

aggregated data to derive actionable insights and support informed decision-making. 

Through the use of comprehensive data analysis and visualisation techniques, 

stakeholders can extract valuable information to advance scientific research, policy 

formulation and operational management within water ecosystems. 

• Continuous improvement initiatives: Agile methodologies are used to iteratively refine 

data management processes based on user feedback and evolving technological 

advances. This iterative approach enables adaptation and improvement of data 

management strategies to address emerging challenges and optimise operational 

efficiency. 

Through these integrated capabilities, the Data Management Tool enables stakeholders 

within the DaWetRest project to realise the full potential of the collected data. By mapping, 

integrating and defining use strategies, this toolset facilitates the seamless management and 

use of complex datasets, thereby supporting comprehensive research, decision-making and 

operational management in the field of water ecosystem management. 

5.2.1.1 Centralized Repository 

The Institute of Communication and Computer Systems (ICCS) manages the Centralized 

Repository6, which plays a vital role in storing and handling the various data types related to 

the project. The repository includes two primary layers: the Datalake Layer and the 

Harmonization Layer. In the Datalake Layer, raw data (satellite images, sensor signals, text 

files etc.) is securely stored to maintain data authenticity and integrity. Access to this data is 

regulated through a Secure File Transfer Protocol (SFTP), allowing authorized users to 

transfer and manage data.  

The Harmonization Layer processes this raw data using relational and document-based 

databases, as well as dockerized Apache Kafka brokers, to convert it into a structured format. 

This layer performs tasks such as data homogenization, organization, categorization, 

cleansing, transformation and curation. Together, these layers ensure that the data is stored 

securely and properly structured for further use.  

This centralized repository supports the broader data infrastructure, which also includes the 

Application Layer and the Visualization Layer. This enables the efficient deployment and 

presentation of data. data pipeline, as shown in Figure 3, demonstrates how these layers 

                                              

6 https://dav.iccs.gr:9090/web/client/login 

https://dav.iccs.gr:9090/web/client/login
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interact within the overall infrastructure. Figure 4 showes the files on the centralised 

repository. 

 

FIGURE 4. THE CONCEPTUAL DESIGN OF THE DATA PIPELINE 
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FIGURE 5. THE DIGITAL REPOSITORY PORTAL 

 

5.3 Data Synchronization and Categorization 

5.3.1 Synchronization Methodology 
AI-Based Data Preparation: The project uses advanced AI techniques to streamline and 

enhance data preparation processes. Using machine learning algorithms, natural language 

processing methods and automated data cleansing routines, raw data from different sources 

is converted into high-quality datasets suitable for analysis and integration within the 

DaWetRest toolset. 

Data Harmonization Pipelines: Robust data harmonization pipelines are implemented to 

bring together different datasets gathered from various sources. These pipelines standardize 

data formats, reconcile semantic differences and align temporal and spatial attributes. By 

ensuring consistency and interoperability across datasets, the project facilitates smooth data 

integration and improves the overall reliability and usability of the integrated information. 

5.3.2 Data Categories 
Data Layer: The project categorizes data into structured layers based on type and relevance 

to project objectives, enabling efficient data management and retrieval for comprehensive 

analyses and informed decision-making. 

Processing Layer: Advanced methodologies in the processing layer refine and enrich data 

through AI-based techniques, harmonization of datasets, and integration of analytics 

capabilities to derive actionable insights. 
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Storage Layer: Secure and scalable data storage mechanisms are implemented to ensure 

data integrity and accessibility, including backup solutions, compliance with regulations, and 

best practices in data management. 

User Interface Layer: User-friendly interfaces and Application Programming Interfaces are 

developed to facilitate intuitive data retrieval and interaction, providing access to integrated 

datasets, visualization tools, and capabilities for generating reports and analyses for 

stakeholders. 
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6 Planned Enhancements 
The future development plans for the digital services portal focus on enhancing its 

functionality, user engagement and integration capabilities to ensure support for the current 

and future project activities.  

A key aspect of these plans involves integrating early warning systems from diverse service 

providers (eg. Meteoalarm, Copernicus Climate Change Service and the EU Flood Awareness 

System). This is the focus of Deliverable D3.3 – Integration of early warning systems into the 

portal. This integration will enable the portal to provide real-time alerts about extreme water 

level events, harmful algae blooms, pollution incidents and other environmental hazards. 

The portal will also, as per Deliverable D3.4 – Citizen science tool, be developed to support 

active citizen engagement through the integration of various open-source tools and 

applications tailored to the needs of the DEMO sites. These tools will be incorporated to 

facilitate crowdsourced animal identification, water pollution detection and reporting of 

environmental issues. This will not only raise awareness but also contribute valuable data to 

biodiversity monitoring and ecological assessments. 

The development of visualization tools is important for presenting environmental indicators, 

biodiversity trends and restoration activity outcomes. These tools will include interactive 

charts, graphs and maps that enable users to explore and understand the data better. By 

transforming raw data into visual formats, these tools will make complex information more 

accessible. Although the visualization tools are not yet ready, they will be developed to 

provide robust and user-friendly interfaces that align with the project's objectives. 

Furthermore, the portal will play a crucial role in accumulating data, analysis results and 

connections that provide valuable information for the project's development and scale-up. 

The portal will support the development of business models, potential revenue sources and 

replication strategies for associated regions. Continuous improvement will be a key focus 

throughout the project, ensuring the portal remains a robust and scalable platform, capable 

of supporting a wide range of project activities and fostering collaboration among 

stakeholders. 
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7 Conclusion 
This deliverable, titled "On-line Centralised Repository for Data and Service," is a 

comprehensive overview of the current state of the developed digital portal and its integral 

components. The portal effectively addresses the need for a centralized platform that 

aggregates diverse datasets and services, including climate, hydrological, hydrogeological 

and biodiversity data. This ensures a unified approach to data management and accessibility. 

The portal's architecture facilitates robust data integration through its advanced User 

Requirements Tool and Data Management Tool. These tools streamline the identification, 

characterization and integration of data, enhancing user interaction and ensuring data 

consistency and security.  

The deliverable manages heterogeneous data by providing an intuitive user interface, a 

cohesive data management framework and effective metadata and synchronization 

strategies. The portal's ability to consolidate and harmonize varied data sources, offers 

stakeholders insights and supports decision-making processes. Limitations of the portal 

include the incomplete development of certain visualization tools and the potential need for 

further enhancements in data synchronization and citizen science integration. Future actions 

include advancing the portal’s visualization capabilities, incorporating early warning systems 

and expanding citizen science features to enrich data collection and user engagement. These 

enhancements will further solidify the portal's role as a crucial resource for water ecosystem 

management and foster continued collaboration among stakeholders. 

 

 

 

 

 

 

 

 

 

 

 


